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ABSTRACT  

Ahead of a potential large-scale implementation of hydrogen as an energy carrier in society, safety 

regulation systems should be in place to provide a systematic consideration of safety related concerns. 

Knowledge is essential for regulatory activities. At the same time, it is challenging to obtain sufficient 

information when regulating emerging technologies – it may be difficult to address informational 

shortcomings in regulatory matters as analysts can be prone to under-communicate the significance of 

uncertainties. Furthermore, Strength of Knowledge (SoK) has been developed to address the quality of 

background knowledge in risk analyses. An example of a SoK framework, is based on the following 

four conditions that is used to assess whether knowledge can be considered weak or strong: the issue of 

simplifications, availability and reliability of data, consensus among experts, and general understanding 

of the phenomena in question. In theory, this concept seems relevant for the introduction of hydrogen 

as an energy carrier, mainly because there is little historical data to develop sound analyses, creating 

uncertainties. However, there are no clear-cut guidelines as to how knowledge gaps should be handled 

in the development of regulatory requirements. In this paper, we consider the relevance of a specific 

approach for SoK assessment in the context of safety and security regulation of hydrogen as an energy 

carrier in society. We conclude that there are some challenges with the proposed framework and argue 

that further research should be conducted to identify or develop a method for handling uncertainties in 

regulatory processes, regarding hydrogen systems as energy carriers in societies.  

 

1.0 INTRODUCTION 

In an environmental perspective, hydrogen can be considered a favourable alternative to conventional 

energy carriers because it can be produced and utilized without emitting carbon dioxide. Therefore, the 

potential for reducing climate gas emissions in carbon-intensive sectors are significant, which has 

prompted national and international strategies and roadmaps to identify potential application areas. 

Based on these documents it is expected that hydrogen-based technologies will be applied in 

transportation systems, industrial and chemical processes as well as commercial heating in the near 

future to reduce emissions [1,2]. Though it is expected, based on the European Union’s hydrogen 

strategy for instance, that hydrogen will become an integral part of the future energy supply, it is not yet 

an important source of energy in the European energy market [3]. Further, technological advances are 

required to make hydrogen a cost-efficient alternative to conventional energy carriers and sources [1]. 

The future of hydrogen as an energy carrier is therefore characterised by uncertainties.  

Though there are obvious environmental benefits with replacing carbon-intensive solutions with 

hydrogen-based technologies, there are challenges related to safety and security-related aspects of the 

regulation of hydrogen. The possibilities of implementing hydrogen as an energy carrier are often 

highlighted in national and international strategies, while safety related aspects are left out [4]. At the 

same time, as hydrogen is a reactive chemical, there are safety implications related to the introduction 

of hydrogen-based technologies in society that call for attention to how these aspects should be 

addressed. Though knowledge from current hydrogen practices can be utilized, or knowledge transferred 

from comparable systems (e.g. the oil and gas industry), lack of knowledge and uncertainties may 
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become an issue. We argue that there is an urgent need to reconsider regulations for the piloted systems 

(ferries, commercial sea transport, heavy goods vehicles, road transport) – the state of knowledge varies 

within the hydrogen value chain. In this paper we therefore focus on how safety and security should be 

regulated given a large-scale implementation of hydrogen in society. Our primary focus is on knowledge 

and uncertainties in the development of a regulatory system for hydrogen as an energy carrier in society.  

It cannot be expected that the regulator will have sufficient information to develop a regulatory system 

without external output and it can be expected that they must rely on input from governmental and non-

governmental entities with more in-depth knowledge about phenomena, activities, hazards, etc. to 

provide a regulatory framework. Because regulators are dependent on different sources of information, 

the concept Strength of Knowledge (SoK) seems highly relevant to be able to determine the quality of 

knowledge that the regulatory process will build on.  

Since we are addressing safety and security regulation, it seemed logical to search for approaches to 

address uncertainties within the domain of risk and safety. SoK is a framework used to assess quality of 

information or knowledge [5–7] . The following four aspects are used to grade the knowledge as either 

strong, moderate or weak: simplifications, availability and reliability of data, consensus among experts, 

and general understanding of the phenomena [6]. SoK has primarily been discussed in relation to 

quantitative risk assessments, probability judgements, resilience analysis, etc. [5,6,8–10]. In this paper, 

the concept will be used in a slightly different context – to address uncertainties and informational 

shortcomings in regulatory matters. SoK seems relevant for the introduction of hydrogen-based energy 

carriers, mainly because there are uncertainties related to an expected increase in production, storage, 

and distribution of hydrogen in society and the technological developments that may occur in the coming 

years. Conceptualizations of uncertainty and quality of knowledge could therefore be important to 

ensure transparency and that the regulations are based upon a solid foundation that is self-reflected by 

the developers.  

In this paper, we assume that large-scale implementation of hydrogen as an energy carrier in society is 

being realised and that this requires the development of a regulatory system that maintain safety and 

security-related aspects. In this scenario, hydrogen will become more present in society – exposing 

citizens without knowledge of or experience about hazardous substances with hydrogen in various 

forms. Furthermore, the expected increase in production, storage, distribution, and application is 

sufficient reason to consider the need for a regulatory system that account for these amounts. This 

regulatory system will be based on assumptions about a future state of hydrogen as an energy carrier, 

creating a need to address the knowledge gaps and related uncertainty. However, it is not obvious how 

this should be handled in the development of regulatory systems. Due to the complex nature of safety 

and security regulation – a multitude of actors with different intentions and contributions in terms of 

knowledge – the overarching aim of the paper is to develop an understanding of how uncertainties and 

knowledge could be addressed in the development of regulatory systems. We will use examples from a 

Norwegian scenario for large-scale implementation of hydrogen as an energy carrier because this is a 

system and a context that the authors are familiar with, and it is useful to provide examples of key 

aspects. However, we expect that the analysis, discussion, and findings are equally relevant for an 

international audience.  

2.0 THEORETICAL FOUNDATION 

To address the issue of knowledge and uncertainty in relation to safety and security regulation, 

theoretical perspectives on regulation and knowledge will be explained in the following section.  

2.1 Safety Regulation   

Regulation is commonly referred to as “the sustained and focused attempt to alter the behaviour of others 

according to defined standards and purposes with the intention of producing a broadly identified 

outcome or outcomes, which may involve mechanisms of standard-setting, information-gathering and 

behavior modification” [11]. In this paper, we address safety and security regulation and the broadly 

identified outcome will therefore be to maintain or enhance safety and security.  
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Though risk regulation is a commonly used concept in the matter of regulatory efforts related to risk, 

safety, and security, we address safety and security regulation due to the ambiguous nature of risk and 

risk regulation. Despite the frequent use of risk regulation, it is not necessarily clear what it entails 

[12,13] and different aims are stated in the literature [14–16] or not at all [12]. The lack of conceptual 

clarity for risk regulation is not made easier when risk itself has a multitude of diverging perspectives 

and definitions – a fact that is often overlooked  [17].  

Regulatory efforts concerning a thematic area, can be understood as regulatory systems or regulatory 

regimes [14]. In a systemic perspective, it is assumed that governmental institutions with judicial 

authority, private entities that are being regulated, and the society will influence a regulatory system 

[14,18], see Figure 1.   

 

Figure 1. Hierarchical levels of contributions to regulatory systems [18].  

The upper two levels of the pyramid consist of regulatory work that is legally binding – either developed 

or implemented by a regulatory agency. The third level represent aspects that, though not formalized or 

legally binding, are influential in the life cycle of a regulatory system. The standards referenced at this 

level have not been adopted by the regulator and compliance with these are therefore voluntary.  

As illustrated in Figure 1, though often perceived as a governmental task, private entities can influence 

regulatory systems, for instance through development of industrial standards or participation in national 

or international standardization processes. In accordance with this perspective, one can assume that a 

regulatory system consists of more than formalized legal requirements. Furthermore, all levels in the 

pyramid can be directly, or indirectly, influenced by international organizations etc. Within the 

European Union (EU), member states are obliged to implement directives and regulations [19]. For 

instance, in a Norwegian context the regulation of hydrogen as a hazardous substance is predominantly 

regulated through EU directives implemented in the national judicial system [20], which exemplifies 

how international influence could be an important factor to consider when studying regulatory systems.  

Currently, hydrogen is not regulated as an energy carrier with the possibility of a large-scale 

implementation in mind. However, the Norwegian Directorate for Civil Protection have provided an 

overview of current regulations that may be relevant in the context of hydrogen as an energy carrier that 

consist of: Regulations concerning Major Accident Hazards (The Seveso Directive), Regulations 

relating to the Handling of Hazardous Substances (a national regulation), The Pressure Equipment 

Directive, Regulation on Health and Safety in Explosive Atmospheres (ATEX), Regulations concerning 

Laws and 

regulations

Private technincal and 
administrative standards 

implemented by the regulator

Other relevant private standards, internal 
standards, norms, ethical and moral guidelines



4 

the International Carriage of Dangerous Goods by Road and by Rail (ADR / RID), Regulations relating 

to Transportable Pressure Equipment, and Regulations relating to Systematic Health, Environmental, 

and Safety Activities in Enterprises – Internal Control Regulations. These are mainly, with two 

exceptions, EU directives that target different aspects of hydrogen as a hazardous substance. A large-

scale introduction of hydrogen as an energy carrier will significantly alter the preconditions for the 

current regulation – as mentioned the amounts of hydrogen will increase as well as the presence of 

hydrogen in society (and people without in-depth knowledge about its chemical properties and 

hazardous potential). Though it may not require a full set of new laws, regulations, handbooks, etc. it is 

highly relevant to consider the shift from relatively restricted activities (in terms of amounts and 

enclosure) to more widespread presence of hydrogen in many new spheres and the safety related 

implications. Moreover, it is important to note that in terms of standards, there are ongoing efforts to 

develop regulations that account for a possible large-scale implementation of hydrogen as an energy 

carrier [21].  

2.1.1 Developing and Designing Regulatory Systems 

Knowledge about the field that is being regulated is essential for regulatory processes – e.g., for the 

identification of regulatory gaps, developing proposals, providing, and receiving feedback from affected 

actors (industry etc.), and for ensuring compliance. In the context of safety and security regulation, one 

source of information may be risk and vulnerability assessments to identify critical processes or areas 

that should be given regulatory attention to avoid incidents. Though risk assessments are a natural source 

of information in the context of the system in question, it is important to note that there may be 

challenges in the implementation / use of the information provided. In a study of how to better the use 

of science in EU Regulations, Schrefler and Pelkmans address the potential shortcomings in regards to 

decision-makers lack of experience with risk assessments in general [22]. Further, van Asselt, Vos and 

Wildhaber argue that it is important to recognize the influence of social, ethical, and political concerns 

in regulatory matters, in addition to e.g., risk assessments [23]. The interpretation and use of information 

from reports, assessments etc. can be affected by factors such as educational background, past 

experiences, etc. – which might be especially important to keep in mind considering the (political) 

pressure towards achieving net zero and therefore the need to balance environmental benefits and safety-

related concerns.  

The European Commission has addressed the need for regulations in relation to the introduction of 

hydrogen as an energy carrier [24]. Interestingly, the primary focus of this regulatory work seems to be 

on economic regulation and particularly concerning pipelines that could be the main form of distribution 

of hydrogen across Europe [25]. Though the focus has not been on the safety related aspects, it is 

interesting to note that it is assumed that the EU can draw on knowledge and experience from other 

regulatory processes, such as electric power and gas, when considering regulations for the hydrogen 

sector [25]. 

Furthermore, the development of regulatory systems requires choosing suitable and efficient regulatory 

strategies which is a process that could be affected by the availability of knowledge and the degree of 

uncertainty. The matter of designing a regulatory system can be complex, as there are different 

regulatory strategies that each have strengths and weaknesses [26–28]. Sometimes, this complexity is 

reduced to the choice between two overarching regulatory strategies; prescriptive or performance-based 

regulation [29]. Whereas performance-based regulation defines a goal that should be achieved, and the 

means is determined by the regulated, a prescriptive strategy details which solutions etc. that should be 

implemented by the regulated entity [28]. Here, a major difference is the degree of governmental control 

versus freedom for the regulated entities. At the same time, the perspective on regulatory strategies can 

be broadened to allow for a more nuanced viewpoint. It is assumed that some regulatory strategies can 

prove more or less efficient based on characteristics in the system that is being regulated (such as 

knowledge about the regulated area) [27] though establishing the most efficient strategy may be a 

complex process [30]. Regulatory strategies are relevant for this paper since the availability of 

knowledge may be a factor that affect the suitability and choice of strategies.  
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2.2 Knowledge and Uncertainties  

The future of hydrogen as an energy carrier is unknown. Though we can assume, based on strategy 

documents, research efforts, etc., that e.g., hydrogen technologies will be introduced in the maritime 

sector, we lack knowledge about when, to what extent, etc. and the related safety and security related 

aspects that should be handled through regulatory measures. Knowledge is essential for regulatory 

activities – and regulators developing a regulatory system for hydrogen as an energy carrier may be 

dependent on a variety of actors to provide necessary information. The field is too complex to assume 

that the regulator can have sufficient knowledge independently from entities involved in the value chain. 

Therefore, it is relevant to consider how the quality or strength of the knowledge provided can be 

assessed. In this section, we will clarify our perspective on knowledge (and its relation to uncertainty) 

and present an SoK framework. The latter will be discussed in relation to the development of a safety 

and security regulatory system for hydrogen as an energy carrier in society.  

2.2.1 What is Knowledge?  

In the context of SoK assessments, Aven and Flage state that “uncertainties are related to knowledge, 

and hence, describing uncertainties is about describing not only the knowledge itself but also the quality 

of this knowledge” [31]. Furthermore, it is often assumed that “if we had adequate knowledge we could 

reduce uncertainty and hence predict the future with greater accuracy” [32]. Njå et al claim that this is a 

misunderstood approach and it assume that uncertainty is a well-defined specific concept independent 

of contexts. It is not. There are huge differences in the interpretation of scientific uncertainty of the 

present, lack of knowledge amongst the regulators/analysts, the uncertainty related to historical data and 

uncertainty about the future. In order to understand SoK it is important to note the difference between 

uncertainties in the past and present and uncertainties about the future.   

Thus, knowledge is about the epistemological reflection about hydrogen systems being applied to 

society. Knowledge could be considered as justified true beliefs about hydrogen systems in the actual 

contexts. Although there exists no universal scientific accepted definition of knowledge, its connection 

with uncertainty is important. Uncertainty of the past influence knowledge through causality 

assessments, observations and understanding of contexts in which events occurred. Furthermore, 

uncertainties of the present relate to how well hydrogen phenomena are scientifically understood, for 

example ignition phenomena or social hydrogen risk and safety perception, or deflagration to detonation 

(DDT) phenomena in various contexts and systems. Expertise and expert performance have become 

scientific domain describing humans and systems that correctly assess and execute problems within their 

fields [33]. The situation is complex, and SOK-assessments need to address these issues. 

2.2.2 Strength of Knowledge   

SoK can be used to assess the quality of knowledge in relation to risk assessments [5,6,9,34,35] and may 

affect “the trust one has on the results obtained by the risk assessment and the decisions that are based 

on them” [34]. The element of trust has two important aspects in relation to regulation – firstly, the 

implementation of a regulatory framework is dependent on mutual trust between the regulated entity 

and the regulator and secondly, citizens should feel assured that their safety is maintained through the 

established regulatory framework. In this sense, SoK assessments could provide transparency and enlist 

trust in the foundation of which the regulatory system has been developed.  

Aven and colleagues have developed a framework for SoK-assessments that consists of four conditions 

indicating whether knowledge can be considered weak, moderate, or strong [5,6,9,34]. If one of the 

conditions below are true, the knowledge is considered weak: 

1. “The assumptions made represent strong simplifications. 

2. Data are not available, or are unreliable. 

3. There is a lack of agreement / consensus among experts. 
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4. The phenomenon involved are not well understood: models are non-existent or known / believed 

to give poor predictions.” [6]  

On the other hand, the knowledge is assumed to be strong if all the following conditions are correct: 

1. “The assumptions made seem very reasonable. 

2. Much reliable data are available. 

3. There is broad agreement / consensus among experts. 

4. The phenomenon involved are well understood; the models used are known to give predictions 

with the required accuracy.” [6]  

In instances where some conditions are correct while others are incorrect, the knowledge is defined as 

moderate strong or weak, depending on the situation. Further, while one can claim that strong knowledge 

is indicative of low uncertainty and weak knowledge suggest a higher degree of uncertainty, Aven warns 

against this perception because it may be unclear what the uncertainty is related to [6]. It is assumed that 

an assessment of the strength of knowledge could provide useful input to decision-makers – for instance, 

Bani-Mustafa claim that “simply choosing the alternative with a lower risk estimate without considering 

the degree of knowledge might not be the right choice” [34].  

Bani-Mustafa et al. claim that the framework is “intangible in practice” and that the definition of the 

conditions “remain ambiguous” [36]. They propose a quantitative framework based on the overarching 

categories of solidity of assumptions, availability of reliable data, and understanding of phenomena – 

accompanied by more concrete sub-attributes, more detailed aspects, to ease the assessment process 

[34,36].  

3.0 METHODOLOGICAL APPROACH 

The work with this paper has been conducted as a case study in which we analyse the SoK framework 

in relation to the development of a regulatory system for a large-scale introduction of hydrogen. The 

case in question is a scenario of a large-scale implementation of hydrogen as an energy carrier. In this 

section, we will describe how the analysis has been conducted and describe key characteristics with the 

case: a large-scale implementation of hydrogen in a Norwegian context.  

In the analysis, we have considered the value of applying the SoK framework to assess background 

knowledge in a regulatory process for hydrogen. The positive contributions have been described as well 

as problematic aspects of utilizing the framework in a regulatory context. The analysis is based on a 

case description of what a large-scale implementation of hydrogen may entail. Though the analysis may 

be relevant for other systems, we have focused on characteristics with hydrogen.  

Globally, the current use of hydrogen is mostly related to oil refining and production of fertilizer, and 

the use has been relatively limited considering predictions of a large-scale implementation [2,37]. 

However, the global demands for replacing oil, gas and coal with less carbon-intensive solutions have 

created space for application of hydrogen-based technologies in many areas [1,2,38]. Globally, 

hydrogen is considered especially relevant in the transportation and building sector, for power 

generation and industrial processes (such as the steel and chemical sector) [1,2]. Due to the availability 

of clean electric power in Norway, hydrogen is most relevant in areas where electrification has been 

difficult [37,39]. Therefore, it is the transportation sector, mainly heavy goods vehicles, and maritime 

transportation, as well as industrial sector that is most relevant for application of hydrogen-based 

technologies in Norway. In a long-term perspective, hydrogen is considered for air travel [37].   

Despite the obvious potential for hydrogen as an energy carrier, there are challenges that may affect 

both the possibility of a large-scale introduction in society as well as the timeline. The ambitions of 

implementing hydrogen in a large scale is high. At the same time, the realization of these ambitions is 
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dependent on overcoming the two main barriers towards implementation: development of technologies 

and the costs of hydrogen in all parts of the value chain [37]. Currently, one percent of the global 

hydrogen production stem from low-emission production methods [2]. Though carbon-neutral 

production technologies exist, technological developments are required to upscale and increase cost-

efficiency. The production costs for carbon-neutral hydrogen are still higher than for conventional fuels 

and technologies – incentives, taxes and technological development of cost-efficient solutions are 

therefore relevant factors to consider in terms of predicting a timeline [2,40]. More efficient means of 

transportation (metal hydrides, repurposed pipelines, etc.) and storage must also be developed to make 

hydrogen a realistic alternative to conventional energy carriers. Further, lack of infrastructure 

development makes transportation and distribution of hydrogen challenging and may affect the appeal 

[1,2,37]. All of which create uncertainties in predictions of if / when hydrogen may become an important 

part of a future energy system.  

It is challenging to describe a large-scale implementation scenario because there are uncertainties related 

to factors such as development and maturity of technologies, cost-efficiency, etc. However, with a large-

scale implementation, we assume that hydrogen is an important part of the energy mix. Some estimate 

that hydrogen will constitute around 12% of the energy mix by 2050 [41]. Hydrogen-based technologies 

will be a vital part of important societal functions both directly and indirectly. For instance, we can 

assume that hydrogen fuel cell technologies will be important for short and long-haul maritime 

transportation, to power ferries and cargo ships. Hydrogen will be integrated in the energy system and 

thereby important for the continued functioning of vital societal functions. Furthermore, it will be an 

increased presence of hydrogen technologies in many aspects of society – with production facilities, 

pipelines, transportation on road networks, storage facilities, etc.  

In conclusion, there is great optimism for the opportunities of introducing hydrogen in sectors that are 

currently contributing to significant carbon emissions. National and international roadmaps and 

strategies are sources of information in regard to predicting what a hydrogen future might look like. 

However, these documents outline possibilities – there are major uncertainties about the current 

knowledge on a future scenario in which hydrogen is implemented at a large scale due to an inability to 

accurately predict the pace of technological development, cost-efficiency (as this is dependent on factors 

like financial incentives, taxation of carbon-intensive solutions and so on), etc. we can only assume a 

scenario of large-scale implementation of hydrogen as an energy carrier – creating challenges for a 

regulatory process. Furthermore, we do not have lessons learnt from these emerging technologies, new 

application areas and the upscaling of existing hydrogen technologies.  

4.0 ANALYSIS  

As stated, lack of knowledge and uncertainties is a significant challenge when considering developing 

and implementing a regulatory system for hydrogen as an energy carrier. Regulators are dependent on 

knowledge from different actors. Therefore, conceptualizations of uncertainty and knowledge could be 

important to maintain transparency, accountability, and quality of the background knowledge to improve 

the foundation for, and thereby the end-result, of the regulatory process. In this section, we will analyse 

the potential for using the SoK assessment framework in the context of developing a regulatory system 

for hydrogen.  

As mentioned, SoK can be assessed through the topics of assumptions / simplifications, availability of 

data, degree of consensus among experts, and level of understanding of the phenomena in question [6]. 

In this section, we will address each condition in the context of hydrogen regulation – attempting to 

identify and address both relevance and possible shortcomings.  

Firstly, assumptions are a prerequisite for decision-making regarding a future scenario that is also 

affected by complexities. For instance, we assume that a large-scale implementation of hydrogen will 

occur. To develop a regulatory system – further assumptions must be made to fill in the large knowledge 

gaps. Therefore, it seems relevant and logical to consider the quality of these assumptions as part of an 

assessment of the overall quality of background knowledge.  
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The framework distinguishes between very reasonable assumptions and strong simplifications – 

reasonable assumptions indicating strong knowledge and the latter weak knowledge. Simplifications are 

a prerequisite for developing a regulation for a complex system such as the hydrogen value chain. 

However, the difference between necessary and strong simplifications can be difficult to identify 

without providing further details and additional guidelines may be required to ease the assessment 

process.   

Secondly, the availability of data is a key concern in regard to the development of a regulatory system 

for hydrogen. Though part of the background knowledge can be based on data from relatable systems 

or small-scale production, distribution, etc., the reliability of such data material must be discussed. In a 

large-scale implementation scenario, there will be new methods and technologies for production, 

distribution, storage, and end-use – and data from previous solutions are not necessarily applicable and 

may have reduced validity in the new context.  

Though it is logical to assume that a lack of reliable data or unreliable data should be used as an indicator 

for weak knowledge, it is not clear why the quantity of reliable data should be used as a criterion for 

strong knowledge. The criteria for strong knowledge is formulated as much reliable data being available 

[6] and the relevance of the quantity of reliable data can be questioned. Similar to the aspect of 

assumptions, it may prove difficult to make an assessment based on the limited guidelines of what may 

constitute much reliable data. Furthermore, in a regulatory context, it is more logical to consider how a 

regulator should handle the data that is available to them.  

Third, it makes sense that experts agreeing can be an indicator of trustworthiness. We are considering a 

regulatory system developed for a possible future scenario and it is not likely possible to identify actors 

that can be considered experts on a large-scale implementation of hydrogen. However, if the scope is 

restricted it is possible to point to experts on individual parts of the value chain in the context of a large-

scale implementation, such as storage of liquid hydrogen, hydrogen fuel cells for maritime application, 

etc.  

In terms of increasing trustworthiness in the background knowledge – the process of selecting experts 

is important. Even though one established expert group may agree on a chosen topic, a different 

constellation of people may yield a different conclusion / result. Experts do not have objective 

knowledge, they are coloured by their experiences, perspectives, etc. Additionally, there are several 

practical questions such as how may experts are required to establish consensus?  

Fourth, a thorough understanding of the involved phenomenon can also be considered a reasonable 

criterion for establishing strength of knowledge. Additionally, it points to an important challenge in 

relation to large-scale implementation of hydrogen as an energy carrier. Though we can understand 

different aspects of the value chain well, such as the chemical properties of hydrogen and application in 

vehicles, the same does not apply for the complexities and interactions these individual phenomena will 

have in a large-scale implementation scenario. Addressing the uncertainties that this will cause in the 

background knowledge is therefore relevant.  

Again, it is not clear how the statement is supposed to be assessed. Should the most important 

phenomenon be selected for an assessment, or should the phenomenon be defined as the system as a 

whole?  Furthermore, the vagueness is challenging – “well understood” can have different meanings 

depending on the recipient / analyst.   

To summarize, the statements point to challenges related to the development of a regulatory system for 

hydrogen – where assumptions are required, reliability of data is key due to contextual differences and 

understanding of the phenomenon is a challenge. It brings attention to sources of uncertainty in the 

context of developing a regulatory system for hydrogen. However, this does not necessarily mean that 

the proposed framework is the best method to assess the strength or quality of knowledge. We do not 

dispute the general relevance of the proposed uncertainty factors. The exception perhaps being the 

condition of the degree of consensus or agreement amongst experts. The main objection is the practical 
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challenges, as well as the possibility of exclusion of other factors that could be equally relevant to 

consider in relation to uncertainties.  

The framework is general and does not provide guidelines for application, besides the formulation of 

the statements. Though this provides a degree of flexibility, as indicated, it may be difficult to apply in 

practice and to determine standards that should be upheld. Particularly difficult is the matter of 

objectivity and it is therefore difficult to see how a SoK assessment can, unconditionally, provide 

transparency and increase trustworthiness in the background knowledge.  

5.0 DISCUSSION  

Based on the previous sections, we will present and discuss the applicability of SoK in the context of 

complexities and uncertainties in a regulatory system that seek to maintain safety and security in the 

implementation of hydrogen as an energy carrier in society.  

A SoK assessment can increase transparency – providing an arena for reflection on possible weaknesses 

in background knowledge. In a regulatory process, the regulator is dependent on knowledge from 

different sources. It is therefore important to consider the quality of this knowledge – if a report, risk 

assessment, etc. is presented as facts without considering the quality, it could lead to poor decisions 

being made about regulatory matters. Hence, it is important that the SoK assessment in itself is 

transparent and can provide trustworthiness in the context of decision-making. Though there are benefits 

with the approach being simplistic, there are pitfalls, and we argue that more guidelines or requirements 

may be needed to ensure a minimum requirement of quality in the assessment. This is especially relevant 

considering that there are different interests and motives involved in a regulatory process – with some 

wishing to increase production or establish activities and some being invested in reducing carbon 

emissions for instance.  

There is a tendency towards under-communicate uncertainties and knowledge may be portrayed as 

“true”. However, when considering a future scenario, a state that has not yet occurred, it is not possible 

to provide facts or true knowledge. We lack knowledge – and although it is possible to define a possible 

scenario, this will be affected by different degrees of uncertainty. The quality of knowledge should 

therefore be relevant when developing a regulatory system – because the quality of assumptions, data, 

etc. could be of varying quality and this should affect the regulatory process. Consider the establishment 

of hydrogen refuelling stations in a populated area, with houses and other commercial properties in 

proximity. If it turns out that the design of the refuelling station is based on weak knowledge, it will be 

relevant to consider introducing the precautionary principle. Additionally, knowledge can affect the 

choice of regulatory strategy. If there is extensive knowledge about the system that is being regulated 

for both the regulator and the regulated entities, a prescriptive approach can provide efficiency. At the 

same time, little knowledge or uncertainties could make a performance-based approach necessary.  

It is important to emphasize that the framework has been developed for quantitative risk assessments. 

The background knowledge in our context is not limited to QRAs and the questions raised in this paper 

are therefore not necessarily applicable in other context – though we assume that the practical issues 

and lack of guidelines are somewhat transferable – see for example Bani-Mustafa et al. who have 

questioned the frameworks simplicity and practicality [34,36].  

The SoK framework indicate that uncertainties can be addressed through four overarching conditions or 

factors, defined as statements. It is stated that the conditions are “partly based on well-known methods, 

but new ideas have been incorporated for how to perform the analyses” [6], but, to the knowledge of the 

authors of this paper, a more thorough descriptions of what these well-known methods are and the new 

elements are has not been clearly stated. Though we do not dispute that an assessment of assumptions, 

availability of reliable data and understanding of the phenomena can reveal uncertainties, they are not 

necessarily the only relevant factors. Therefore, other possible sources of uncertainty should be 

investigated further to establish if these criteria, and not others, are the most suitable for a SoK 

assessment in the context of regulation. The framework has not been developed for a regulatory context. 

Though the strength of knowledge is universal – the uncertainty factors may be more or less relevant in 
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different contexts. We do not have ground for stating that the four proposed conditions are not relevant 

for QRAs, but we argue that in a regulatory context we have some key concerns in terms of utilizing the 

existing framework to address uncertainties in the background knowledge – and in the context of 

hydrogen (that can be characterized by uncertainties and complexities).  

The framework mentioned is not the only approach that can be utilized to assess background knowledge 

or quality of knowledge. Given the challenges mentioned, it is reason to view whether other approaches 

could enhance a regulatory process. Bani Mustafa et al. present an approach in which each condition is 

broken down into more detailed sub-attributes in an attempt to quantify SoK assessments. Though a 

more complex quantification of aspects that are inherently qualitative in nature is not necessarily positive 

in regard to hydrogen regulation it illustrates that there are possibilities for adapting the existing 

framework.  

In this paper, we have focused on one specific approach for assessing SoK that has been developed in 

the context of risk assessments. However, this is by no means the only approach that address quality of 

knowledge. Since the applicability of this framework, in the context of hydrogen regulation, can be 

questioned, it is relevant to consider other approaches from other disciplines. For instance, as part of a 

scientific approach it is commonly believed that internal and external validity, reliability and objectivity 

can be used at quality criteria for research using quantitative methods [42,43]. Furthermore, Lincoln and 

Guba propose the following four criteria to provide trustworthiness in naturalistic inquiry or qualitative 

research: (i) credibility, (ii) transferability, (iii) dependability, and (iv) confirmability [42,43]. The latter 

may be more relevant in relation to our context given that a regulatory process most likely will be based 

on different sources of knowledge – reports, experience from relatable systems, risk analyses, etc.  

The framework that has been considered may not be the most suitable approach for addressing 

knowledge and uncertainties in the context of hydrogen regulation. Therefore, future work is necessary 

to develop an approach that is suited for the challenges related to regulating a large-scale implementation 

of hydrogen as an energy carrier. 

6.0 CONCLUSION  

Knowledge and uncertainties are undoubtedly an important aspect of introducing hydrogen as an energy 

carrier at a large scale. Furthermore, it is necessary to look at the regulatory implications of a large-scale 

implementation scenario. Therefore, it is important to consider how knowledge and uncertainties can be 

handled and addressed in the context of hydrogen regulation – it will provide transparency in the 

background knowledge which is important for the regulatory process and the choices that is made. 

We have considered if a commonly used framework for assessing SoK can be useful in addressing 

knowledge-related challenges in a regulatory process for hydrogen. The analysis indicates that though 

the conditions seem reasonable and logical, there may be some challenges related to the practical 

application. Besides the statements, there are no guidelines as to how the assessment should be made – 

meaning that it is left to the analyst to determine what constitute a very reasonable assumption etc. 

However, there are other ways of assessing quality of knowledge that could be relevant in the context 

of developing a regulatory system for hydrogen. We have briefly outlined some approaches that could 

be useful. Further work should be conducted to make recommendations for how to cope with the lack 

of knowledge that regulators are faced with when developing safety and security regulations for a large-

scale introduction of hydrogen as an energy carrier.  
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